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Preface

T

he objective of biometric systems is the recognition or authentication of individuals based on some physical or behavioral characteristics that are intrinsically unique
for each individual. Nowadays, biometric systems are fundamental components of
advanced security architectures. The applications of biometrics range from access
control, military, and surveillance to banking and multimedia copyright protection.
Recently, biometric information has started to become an essential element in government issued authentication and travel documents. The large-scale deployment of
biometrics sensors in a variety of electronic devices, such as mobile phones, laptops,
and personal digital assistants (PDA), has further accelerated the pace at which the
demand for biometric technologies has been growing. The immense interest in the
theory, technology, applications, and social implications of biometric systems has created an imperative need for the systematic study of the use of biometrics in security
and surveillance infrastructures.
This edited volume provides an extensive survey of biometrics theory, methods,
and applications, making it a good source of information for researchers, security
experts, policy makers, engineers, and graduate students. The volume consists of 26
chapters which cover most aspects of biometric systems. The ﬁrst few chapters address particular recognition techniques that can be used in conjunction with a variety of
biometric traits. The following chapters present technologies tailored to speciﬁc biometric traits, such as face, hand geometry, ﬁngerprints, signature, electrocardiogram,
electroencephalogram, and gait. The remaining chapters focus on both theoretical
issues as well as issues related to the emerging area of privacy-enhancing biometric
solutions.
An overview of recent developments in discriminant analysis for dimensionality reduction is presented in the ﬁrst chapter. Speciﬁcally, a uniﬁed framework
is presented for generalized linear discriminant analysis (LDA) via a transfer function. It is shown that various LDA-based algorithms differ in their transfer functions.
This framework explains the properties of various algorithms and their relationship.
Furthermore, the theoretical properties of various algorithms and their relationship
are also presented. An emerging extension of the classical LDA is the multilinear
discriminant analysis (MLDA) for biometric signal recognition. Biometric signals are mostly multidimensional objects, known as tensors. Recently, there has been
a growing interest in MLDA solutions. In Chapter 2, the fundamentals of existing
MLDA solutions are presented and then categorized according to the multilinear
projection employed. At the same time, their connections with traditional linear solutions are pointed out. The next two chapters present classiﬁcation issues in biometric
identiﬁcation. The problem of classiﬁcation is extremely important because it
vii

viii
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essentially sets the framework regarding the way decisions are made once feature
extraction and dimensionality reduction have taken place. A variety of classiﬁcation
approaches can be taken. One of these approaches is to use neural networks (NN).
Chapter 3 is a comparative survey on biometric identity authentication techniques based on neural networks. This chapter presents a survey on representative
NN-based methodologies for biometric identiﬁcation. In particular, it captures the
evolution of some of the representative NN-based methods in order to provide an
outline of the application of neural nets in biometric systems. A speciﬁc, but far from
uncommon, case of classiﬁcation is that involving fusion of biometrics. The main
task here is the design of classiﬁers for fusion-based biometric veriﬁcation, which
is addressed in Chapter 4. The chapter provides guidelines for optimal ensemble
generation, where each classiﬁer in the ensemble is a base classiﬁer. Examples are
shown for support vector machines and correlation ﬁlters. The chapter also focuses
on decision fusion rules and the effect of classiﬁer output diversity on their decision
fusion accuracy is also analyzed.
Chapters 5–20 present systems based on speciﬁc biometric modalities. Methods for face recognition/veriﬁcation are presented in Chapters 5–8. One of the most
important problems in face recognition is feature selection. Chapter 5 presents a
person-speciﬁc characteristic feature selection for face recognition. In this chapter, a new methodology for face recognition is introduced that detects and extracts
unique features on a person’s face and then uses those features for the purpose of
recognition. Chapter 6 presents a different approach by performing face veriﬁcation
based on elastic graph matching. Using elastic graph matching, a face is represented
as a connected graph. This approach endows the recognition process with robustness
against geometric distortions of the facial image. Another challenging task in the
area of face-based biometric systems is the efﬁcient use of video sequences for face
authentication. Chapter 7 presents a method for the combination of geometrical and
statistical models for video-based face authentication. In this chapter, it is shown
that it is possible to describe object appearance using a combination of analytically
derived geometrical models and statistical data analysis. Speciﬁcally, a framework
that is robust to large changes in facial pose and lighting conditions is presented for
face recognition from video sequences. The method can handle situations where the
pose and lighting conditions in the training and testing data are completely disjoint.
Chapter 8 is about a biologically inspired model for the simultaneous recognition
of identity and expression. This work builds upon the fact that faces can provide
a wide range of information about a person’s identity, race, sex, age and emotional
state. In most cases, humans easily derive such information by processes that appear rapid and automatic. However, upon closer inspection, one ﬁnds these processes
to be diverse and complex. This chapter examines the perception of identity and
emotion. Next, it develops a computational model that is applied for identiﬁcation
based on face images with differing expression as well as for the classiﬁcation of
expressions.
Chapters 9–11 present some more advanced methods for face recognition. The
ﬁrst two of these chapters go beyond the conventional approach and are based on
the realization that face recognition does not have to rely on an image taken using a
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conventional camera. Face recognition using infrared cameras is a very interesting extension of conventional face recognition. In Chapter 9, a near-infrared (NIR)
face-based approach is presented for multimodal biometric fusion. The NIR face is
fused with the visible light (VL) face or iris modality. This approach has several advantages, including the fact that NIR face recognition overcomes problems arising
from uncontrolled illumination in VL images and achieves signiﬁcantly better results
than when VL faces are used. Furthermore, the fusion of NIR face with VL face or
iris is a natural combination for multibiometric solutions. A different, multimodal
system based on the fusion of 2D and 3D face and hand geometry data is presented
in Chapter 10. This topic is of particular interest because recent advances in multimodal biometrics as well as the emergence of affordable 3D imaging technologies
have created great potential for techniques that involve 3D data. The main advantage is the simultaneous acquisition of a pair of depth and color images of biometric
information using low-cost sensors. Although the above face-based methodologies
offer improved performance, they are not directly improving the resilience of visual
biometric systems to the change that these biometrics undergo through time. Aging
is a crucial factor for recognition applications and, in the case of face recognition,
can be dealt with by using learning facial aging models. Such facial models studied
in Chapter 11 can be used for the prediction of one’s appearance across ages and,
therefore, are of great importance for performing reliable face recognition across age
progression. Chapter 12 is about super-resolution techniques, which can be used in
conjunction with face recognition technologies.
The next three chapters are devoted to iris and ﬁngerprint recognition. The technologies that are used in iris recognition systems are presented in Chapter 13. Iris
recognition is an extremely reliable technique for identiﬁcation of individuals, and
this chapter reviews both its theoretical and practical aspects. Fingerprint recognition
is another very important technology that has been reliably used in biometric systems
for a many years. Chapter 14, entitled learning in ﬁngerprints, gives a short introduction of the basic concepts and terminology. Furthermore, it provides a detailed review
of the existing literature by discussing the most salient learning-based approaches
applied to feature extraction, matching, and classiﬁcation of ﬁngerprints. Chapter 15
makes a comparison of classiﬁcation and indexing-based approaches for ﬁngerprint recognition. This chapter presents a comparison of two key approaches for
ﬁngerprint identiﬁcation. These approaches are based on classiﬁcation followed by
veriﬁcation and indexing followed by veriﬁcation. The ﬁngerprint classiﬁcation approach is based on a feature-learning algorithm, while the indexing approach is based
on features derived from triplets of minutiae.
Chapters 16 and 17 present methods using electrocardiograms (ECG). ECG is
essentially a medical diagnostic technique but more recently it has fulﬁlled a rather
unlikely role, as a provider of security and privacy in the form of a biometric.
Chapter 16, entitled Electrocardiogram (ECG) Biometric for Robust Identiﬁcation and Secure Communication, examines the various implications and technical
challenges of using the ECG as a biometric. Speciﬁcally, novel signal processing
techniques are surveyed and proposed that seek to not only establish the status of the
ECG as an indisputable biometric trait, but also reinforce its versatile utility, such as
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in alleviating the resource consumption in certain communication networks. Chapter
17 discusses the heartbeat as a living biometric. Although previous research on the
topic focused mainly on analysis of the electrocardiogram, this chapter extends the
ECG results by applying processing methods to a larger and more diverse set of individuals, demonstrating that performance remains high for a larger and a more diverse
population. Alternative sensing methods, using blood pressure and pulse oximetry,
are presented and their corresponding performance is documented. The chapter also
discusses the phenomenology and sensing modalities for monitoring cardiovascular
function and, ﬁnally, examines the fusion of heartbeat information across the three
modalities and quantiﬁes its performance.
Chapters 18 and 19 explore methodologies mainly based on electroencephalograms (EEG). In Chapter 18, a method is proposed using physiological signals for
key features in high-security biometric systems. The experimental protocol that is
common for EEG and ECG recording is explained. EEG and ECG features as well
as the authentication algorithms are presented and their efﬁciency is individually assessed. A fusion process carried out to achieve higher performance is also presented.
Chapter 19 presents a multiresolution analysis of the effect of face familiarity on
human event-related potentials. This method works by processing of the electroencephalograms (EEGs) in response to familiar and unfamiliar face stimuli. Stimuli were
presented in successive trials and consisted of (a) multiple presentations of frontal,
gray-scale images of one person known to the subject and (b) unique unknown images
taken from multiple face databases. Coherent oscillations in phase were observed in
the lower delta activity of ERPs in response to known stimuli but not in response to
unknown stimuli.
Chapters 20 and 21 present methods and applications based on signature recognition and gait recognition. Although several approaches can be used in authentication
systems, the most commonly used authentication method in everyday transactions is
based on signature. The speciﬁc points of concern regarding online signature-based
authentication have to do more with template security issues and countermeasures.
Chapter 20 focuses on the security issues related to biometric templates, with application to signature based authentication systems. The main privacy and security
issues are brieﬂy summarized and some approaches that are used for the protection
of biometric templates are discussed. Data hiding techniques are used to design a
security scalable authentication system. The enrollment and the authentication procedure are detailed. In contrast to the signature, which is an established method for
authentication, gait recognition is an emerging technology that is particularly attractive for biometric identiﬁcation because the capturing of gait can take place in
an unobtrusive manner. Chapter 21 presents the fundamental approaches for unobtrusive biometric identiﬁcation based on gait and provides directions for future
research.
Chapters 22–26 deal with biometric applications including issues related to the
concept of biometric capacity. Chapter 22, presents a completely new framework
for biometric authentication in secure environments as well as a relevant application
based on gait recognition. The proposed framework is based on distributed source
coding for biometrics. In this new framework, the problem of biometric recognition
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is formulated as the dual of data communication over noisy channels. In such a
system, the enrollment and authentication procedures are considered as the encoding and decoding stages of a communication system. The above approach is highly
relevant to information theory. Further application of information theory in biometrics can be found in the assessment of the information content of biometric traits.
The discriminating ability of biometric features is usually estimated by means of
experimentation. However, the information carried by biometrics, their uniqueness,
and their fusion prospects can be studied based on concepts from information theory.
This is the topic of Chapter 23, which deals with measuring information content in
biometric features. Next, in Chapter 24, a summary is presented of the theoretical
results and design experience obtained during the development of a next generation
physical access security system (PASS). The main feature of this PASS is its efﬁcient decision-making support of security personnel enhanced with the situational
awareness paradigm and intelligent tools.
Despite the increasing use of biometric features for authentication and identiﬁcation purposes in a broad variety of institutional and commercial systems, the adoption
of biometric techniques is restrained by a rising concern regarding the protection of
the biometrics templates. In fact, people are not generally keen to give out biometric
traits unless they are assured that their biometrics cannot be stolen or used without
their consent. Recent results showed that it is feasible to generate a unique identiﬁer
by combining biometric traits. This approach makes it impossible to recover the original biometric features and, thus, ensures the privacy of the biometrics. Chapter 25,
entitled Privacy in Biometrics, reviews the privacy issues related to the use of biometrics, presents some of the most advanced techniques available up to date, provides
a comparative analysis, and gives an overview of future trends. A particular system
that builds privacy into an information system is presented in the ﬁnal chapter, entitled Biometric Encryption. In this chapter, the emerging area of privacy-enhancing
biometric technologies, referred to as “untraceable biometrics,” makes it possible to
enhance both privacy and security in a positive-sum model.
By its nature, an edited volume covers only a limited number of works and initiatives in the area of biometric systems. Researchers and practitioners are introducing
new developments at a very fast pace, and it would be impossible to cover all of them
in a single volume. However, we believe that the collection of chapters presented here
cover sufﬁciently well the theory, methods, and applications of biometrics. Readers
who wish to further explore the fascinating area of biometrics can ﬁnd additional information using the bibliographic links that are provided in each one of the chapters
of this volume.
We thank all those who have helped to make this edited volume possible, especially the contributors who spent much of their precious time and energy in preparing
their chapters. We are really grateful for their enthusiasm and devotion to this project.
We thank the contributors and other experts who served as reviewers. Special thanks
should go to Dr. Qinghan Xiao, the reviewer assigned by IEEE Press, for providing
lots of useful suggestions for the improvement of the book. Our deep feelings of
appreciation go to John Wiley & Sons for the impeccable processing of the authors’
contributions and the ﬁnal production of the book. Last, but certainly not least, we
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would like to thank Jeanne Audino of IEEE Press for her professionalism and her
continuous support and assistance during all stages of the preparation and publication
of the manuscript.
Nikolaos V. Boulgouris
Konstantinos N. Plataniotis
Evangelia Micheli-Tzanakou
London, United Kingdom
Toronto, Ontario, Canada
New Brunswick, New Jersey
July 2009
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Chapter

1

Discriminant Analysis for
Dimensionality Reduction:
An Overview of Recent
Developments
Jieping Ye and Shuiwang Ji

1.1

INTRODUCTION

Many biometric applications such as face recognition involve data with a large
number of features [1–3]. Analysis of such data is challenging due to the curse-ofdimensionality [4, 5], which states that an enormous number of samples are required
to perform accurate predictions on problems with a high dimensionality. Dimensionality reduction, which extracts a small number of features by removing irrelevant,
redundant, and noisy information, can be an effective solution [6]. The commonly
used dimensionality reduction methods include supervised approaches such as
linear discriminant analysis (LDA) [7, 8], unsupervised ones such as principal component analysis (PCA) [9], and additional spectral and manifold learning methods [10–14]. When the class label information is available, supervised approaches,
such as LDA, are usually more effective than unsupervised ones such as PCA for
classiﬁcation.
Linear discriminant analysis (LDA) is a classical statistical approach for
supervised dimensionality reduction and classiﬁcation [8, 15–18]. LDA computes
an optimal transformation (projection) by minimizing the within-class distance and
maximizing the between-class distance simultaneously, thus achieving maximum
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Chapter 1

Discriminant Analysis for Dimensionality Reduction

class discrimination. The optimal transformation in LDA can be readily computed
by applying an eigendecomposition on the so-called scatter matrices. It has been
used widely in many applications involving high-dimensional data [19–24]. However, classical LDA requires the so-called total scatter matrix to be nonsingular. In
many applications involving high-dimensional and low sample size data, the total
scatter matrix can be singular since the data points are from a very high-dimensional
space, and in general the sample size does not exceed this dimension. This is the
well-known singularity or undersampled problem encountered in LDA.
In recent years, many LDA extensions have been proposed to deal with the singularity problem, including PCA+LDA [19, 23], regularized LDA (RLDA) [21], null
space LDA (NLDA) [20], orthogonal centroid method (OCM) [25], uncorrelated
LDA (ULDA) [24], orthogonal LDA (OLDA) [24], and LDA/GSVD [26]. A brief
overview of these algorithms is given in Section 1.2. Different algorithms have been
applied successfully in various domains, such as PCA+LDA in face recognition [19,
23], OCM in text categorization [25], and RLDA in microarray gene expression data
analysis [21]. However, there is a lack of a systematic study to explore the commonalities and differences of these algorithms, as well as their intrinsic relationship. This
has been a challenging task, since different algorithms apply completely different
schemes when dealing with the singularity problem.
Many of these LDA extensions involve an eigenvalue problem, which is computationally expensive to solve especially when the sample size is large. LDA in
the binary-class case, called Fisher LDA, has been shown to be equivalent to linear
regression with the class label as output. Such regression model minimizes the sum-ofsquares error function whose solution can be obtained efﬁciently by solving a system
of linear equations. However, the equivalence relationship is limited to the binary-class
case.
In this chapter, we present a uniﬁed framework for generalized LDA via a transfer
function. We show that various LDA-based algorithms differ in their transfer functions. The uniﬁed framework elucidates the properties of various algorithms and their
relationship. We then discuss recent development on establishing the equivalence relationship between multivariate linear regression (MLR) and LDA in the multiclass
case. In particular, we show that MLR with a particular class indicator matrix is
equivalent to LDA under a mild condition, which has been shown to hold for most
high-dimensional data. We further show how LDA can be performed in the semisupervised setting, where both labeled and unlabeled data are provided, based on the
equivalence relationship between MLR and LDA. We also extend our discussion to
the kernel-induced feature space and present recent developments on multiple kernel
learning (MKL) for kernel discriminant analysis (KDA).
The rest of this chapter is organized as follows. We give an overview of classical
LDA and its generalization in Section 1.2. A uniﬁed framework for generalized LDA
as well as the theoretical properties of various algorithms and their relationship is
presented in Section 1.3. Section 1.4 discusses the least squares formulation for LDA.
We then present extensions of the discussion to semisupervised learning and kernelinduced feature space in Sections 1.5 and 1.6, respectively. This chapter concludes in
Section 1.8.

